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Broad Global Footprint

Majority of our R&D is in North America
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#1 -Por qué Seguranca Cibernética
em OT para Smart Grids agora?




Intelligent Critical Infrastructure
Smart Grids

. MICROGRID , | SELF HEALING
T -

& '& g 1 Cyber-Physical Energy System g L g < .31-9 & §

DIST NERAT

~ Devices and Equipments Communication Control/Mngmt Systems | Knowledge/People




OTCI -IT x OT Convergence

" Control/Mngmt Systems -

© Fortinet Inc. All Rights Reserved.
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OT Infrastructure Attacks Are Getting Worse

Attacks are increasing in frequency and impact

' ) Attempted .
Stuxnet disrupts Hospital drug Ggrman steel MIRAI Botnet Merck & Co. Global aluminum Ekans poisor?ing of Cybersecurity ACGO ag Ukraine
Iranian nuclear infusion pumps ~ mill furnace 145,000 loT  global production producer ransomware Oldsmar incident at large  equipment  power grid
program hacked destroyed devices shutdown by shutdown by attack on Honda, tampa H20  Prewing company gng parts knocked
ransomware ($1B) ransomware Fresenius Supply Molson Coors s SE
~
Il = Sron & &
I ] °
® ® ® ® ® ® [ ® @ ®
@ @ 2014 2015 2016 2017 @ 2019 2020 2021 2022
® ® ® ([ ] ® ([ ] @ @ @ @
Jop ol
| |
Z & & a Al T @ & mHoa F
New York dam Michigan traffic Car transmission  Ukraine Maersk Shipping  Trisis/Triton: ~ ASCO Parts SolarWinds JBS USA Colonial Kojima Power
floodgates light hacked and brakes power grid global shutdown Malware shutdown by Orion meat Pipeline Industries a generation
compromised controlled knocked by ransomeware  designed to ransomware producer T malware
" . oyota parts
offline ($250M) compromise )
supplier
safety
attack
impacts 28
Power generation production
malware lines
AlR
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OT Risk Is Proportional to OT Connectivity = s =

2022 State of Oparatonad
{ and

Yet inversely proportional to the integration of IT/OT security management -

LV LN LN LN LV | cooemmemmenn | TPACTON OFganization
A\~ _ -4 4 = 7 ——

A\ -4 A\ 4 A\ -4 A\~ 4
OT organizations experienced at least
one intrusion inthe past year and 78%
had 3 or more intrusions, whichis up
fromthe results in 2021.

Loss of business critical ~ Brand degradation Operational outage Operational outage Compliance failure
data or IP risking physical safety impacting revenue

Top-tier organizations are...

. . Data is from More than 500 OT professionals
.. ||ke|y to have centralized @ more ||ke|y to have their Fortinet's (March 14 and March 18, 2022)

visibility, use network access : 2022 State of
control and have security SOC monitor and track  operational

. - ) ; Technology and
tracking and reporting in place. OT security. Cybersecurity =
Report

Source: Fortinet's 2022 State of Operational Technology and Cybersecurity Report

-mw © Fortinet Inc. All Rights Reserved. 8



https://www.fortinet.com/content/dam/maindam/PUBLIC/02_MARKETING/08_Report/report-2022-ot-cybersecurity.pdf

Increasing Cyber Attacks

Digitization
Expands Attack
Surface

Increases
Sophistication of
Attacks

/—\‘
Low Cyber IT/OT
Awareness Convergence
Unaware & , Increases
\ Unprepared Attacks on OT
" — /

What’s Putting
P&U at Risk?

Complex
Ecosystem

Introduces
Security Gaps,
Slows response
and mitigation

New
Partnerships

Ripple Effect

= Mix of modern and legacy

Long life cycle Cloud and remote access technology

v EORUM /142 edican

Top-Attacked Industry

2021

Energy jumped from 9th
place in 2020 to 3
place in 2021,
underscoring attackers
focus on OT connected
industries.

2020

April 2021

The U.S. government announces a new effort to protect power
and utilities and in particular their industrial control systems : 9
(ICS), from cyberattacks.
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Marco Regulatorio para Utilities - LATAM

—_—
Brasil - RO.CB.BR.01 ] -—
ONS , - Brasil - REN2021_964
E’.E.E“_?—? €I ANEEL
*  Publicado en la primera ' «  Publicado a mediados de diciembre
semana de julio de 2021, fionsesiey : de 2021
*  Entrada en vigor el 7 de julio A «  Entra en vigor el 1 de julio de 2022
de 2021
o MRS , . Establece las politicas basicas de
*  Mas simple que NERC-CIP poas— ciberseguridad al sector eléctrico
° SUEBEEIIES R | iy | - Méas simple que RO.CB.BRO1-ONS ===
implementacion . o .
:
|
| : Re———|
Colombia - CNO 1347 . Chile - Oficios 3377 and 11508
I
- 1
- a—toon 1
- 1
|
. Basado en NERC-CIP - Mismos = I 43 AL e
articulos y misma estructura : *  También basado en NERC-CIP |t e e o e B
. Implementado gradualmente con = : . Publicado en julio de 2020 ' et
diferentes fechas para diferentes - : . Utiliza el articulo 12 de NERC-
articulos ‘ ] S .
| CIP, que ni siquiera se aplico en
*  Algunos articulos se retrasaron | América del Norte
debido a la pandemia de COVID-19 :
|
I :
ANR 1
H Bu S I.O
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Melhores Praticas Frente a Complexidade
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na Seguranca Cibernética em OT ?
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A Look at Bottom-tier and Top-tier Organizations

Is there a best practice? Comparing those with no intrusions and those with 10 or more intrusions.

Are more likely to use orchestration and automation
and have security tracking and reporting in place.

2022 State of Operational
Technology and
Cybersecurity Report

O_Q p_o Are more likely to have 100% centralized visibility

In their security operations center.
dd

Were more prepared, earlier, to accommodate
work from home driven by the pandemic.

AR
T © Fortinet Inc. All Rights Reserved. 12
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Best Practices: “Defense-in-Depth”

& |
=T N
Endpoint Detection Virtual
& Response Patching Honeypot y
N
[o]F=1a]]
w @ = G
S =0
Protocol Application Secure Network Access
Inspection Control Access Control Y
N
oo
I:I :)C
oo
Intrusion Detection ]
& Prevention Segmentation y
{& & \
SaasS Protection laaS Protection
J
Xit- @
N
Incident )
Management Automation y

T © Fortinet Inc. All Rights Reserved. 13
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Cybersecurity Standards Applied to OT

Defense-in-Depth Cybersecurity Approach

IEC 62443 Protection Levels

Protection Levels
y 1D AM Asset Management . Informaton Security Polcies SeC u rI ty

. |D BE Business Environment . Organzation of tnformation Secunty WO No xpecific requirements of LOCurity Protection Becossary

Human Resource Sec

» "\ . -
LR ve . L) SLY  Protection agalast casal e coincidental violation
ID.RA Risk Assessmeant . Asset Management
Prote<ction > W olatian wsing simole moams with low

1D.RM Risk Maragement Strategy . Access Control rescacres, genenc skils and low motl o Foundational W(}m)
. 1D.5C Supply Chain Risk Management . Cryptography : I I0eatifcation and authentication controd
. PR AC ldentty Management and Access Control - Physical and Environmental Secunty : A < ,;\"
. PRAT Awareness and Training . Operations Security > ‘ nh ase O n Stan ar S
. PR.OS Data Security «  Communications Securily s N ) sing PR3 Systam ety (1)
*  PRIP information Protection Processes and Procedures *  System Acquistion and Mantenance ‘ . o R4 Data comtertsatity (0O)
*  PRMA Maintenance *  Suppher Relatonships RS Resiricied data Now (RDF)
> PRPT Protective Technology *  Security Incident Management FR6 Timety response i events (THE)
*  DEAE Anomales and Events = Business Contmutty Management e e
DE CM Security Continuaus Moniic . Comphance

. DE OP Detecton Processes

RS .RP Response Planning R P
: RSCOCommncaons - -
. R; m.\' -_;;(‘.;m «  CIP-005 - Electronic Securlty Perimeter CIP-002-5.1 BES Cyber Secunty Categorization I nteg rate SeCU rlty to deSI g n

RS.IM Improvements «  CiP-007 - Prevention of Maiicious Code

: RERP RecoveyPamnng  CPO0R- cident Response CIP-0038  Securty ManagementConirol process and follow platforms-
based approach

RC.CO Communications «  CIP-013- Supply Chain Management CIP-004-8  Personnel and Traming
CIP.005.6  Eletronic Security Perimeter(s)

X !1 @ CIP-008.8  Physical Security of BES Cyber Systems

CIP-007-6  System Security Management
[ Peopie QN Process [ Tecnmsiess
CIP-008.5  Incident Reporting and Response Planning

Sk Genwration Step Down [Py vep——
Sm T " Traoaormer [ —Re|  Cistomer
CIP-0088  Recovery Plans for BES Cyber Systems Tranenuesion Ies l‘- —~) AV g Y
165, 500 345, 200 ans 1MWV | |1
CIP-010-3  Configuration Change Managementand Viinerability Assessements 3 ] U

| ¢ J
':j'~ i \

¢ ‘\ Secondary Custome©

Trararmagscn ”
IV o 200

CIP-011-2  Information Protection
P an CIP-012-1 i trol Maﬁ
I N E Q C lsr 012 Communications Between Control Centers
NS

CIP-013-1  Cyber Security - Supply Chain Risk Managemen

'] TR
e & IR \ A
CiIP-014-2  Physical Security e e —— T —

T © Fortinet Inc. All Rights Reserved. 14



The OT/loT (Distributed) Ecosystem

Edge Tier

LPWAN/Lora — Optical
o m
WiFi A0  wiF

e 3G/4G/5G Data Collector FortiGate 3G/4G/5G

X

FortiNAC
* OMS
Ll
FortiSandbox %
CIS
FortiDeceptor [I \‘
1[ir8
== AMS
FortiEDR
N (Al —
PO ——— e
i Operators
FortiSIEM
AR
H
umw

Platform Tier

X

FortiSwitch

oo

=t

ocaa
FortiGate

X

FortiSwitch

Reference: The Industrial Internet of Things Volume G1: Reference Architecture - https://www.iiconsortium.org/pdf/IIRA-v1.9.pdf

D

o

FortiCWP

FortiWeb

_g%n_

()
3/

SD-WAN
Orchestrator

DD - C/
=

[ |
FortiGate

.

FortiManager

Enterprise Tier

Cloud
Applications

ocn
FortiGate

o0
FortiGate

= —
Customers

© Fortinet Inc. All Rights Reserved.
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OT Cybersecurity - E & U

Fortinet
Security

Fabric (
Amplitude

visibilidsde & protacdo de toda a
supearficie de ataque digital para
gerenciar melhor os riscos

Integragdo
solugdo que reduz a complexidade
do gerenciamento e compartiiha

imeligéncia sobre ameagas

Automatizagao
redes “sell healing” com seguranca FutGeard Thest
orentada por A para operagies Intedigerce

rapidas e eficiantes

Gestao Centralizada eTransparéncia na Seguranga TI/TO

Gartner =RTINET

Ciberseguranca com solugoes pontuais Proposta de Piataformas de Ciberseguranca

Gartner Cybersecunity Mesh Architecture
(CsNA)

v FORUM /142 edicdn

Plataforma de Segurancga Cibernética da Fortinet

Security Fabric para Organizagoes

r
@ I Smn “l ——}— Network Firewat {g} : Applications & Protect
@ —— Nac & SOWAN & Platform "é:‘»t Detect
(=) Identity ((.)) T SecureWLAN @ Netwark @) Respond
MEA X g SeawelAN ‘

Solugoes Fortinet Especializadas para OT
Hardware E'sn;:;:?izgz:s Equipe
Especializado Sl inaanes Especializada

e A
ForsGela Rugged 60F r&#\
.l &

FcﬂGmcn FortAP
PSratea
+ Firewalls robustos para + Servigos de controle * Solugbes referenciadas m plataforma

+ Protocolos especificos de para o etor de OT

-m-w.mﬁ" e - Dl it mwm:ma
‘MW 4 . W
mmwuwxdo m
-seguranga olbemética © Fortinet Inc. All Rights B@%ﬁm 16




Metodologia Aplicada para Avaliar o Cliente

5 dominios de segwanga cibermética

Segundo Ano

Primeiro Ano r i
‘ Dmmu _-"' ’

W o P be

£} " - ———va

Abordagem Fortinet — Seguranca Cibernética- TO

Uma ferramenta do vendas para cong "Quick wins"

Cuessanang de

Cybarmaturidade Resultado Ragloo
oT
+ 10 questbes oe Ardlingdo Fisoo oe N80 Fazer Nads
(Respostas pre- + Segmentacao de +  Contewamarnte mas
definidas) VLANS via switches COMPIEED para manier
. M i — —— ndo & o sufoienle ACLs paras seguranga
d ido Para contamplar * AN Misco g wfecydes
esenvoly urma separacio latorms
(Port, Esp, ing) sprapriads das recdes
—_ — TleOT Beneficios
+  Demarcagdo bem definida
g Recomeriaido entre as fronteras TVOT
— =y o Utizar frewals paca «  Pollicas 0¢ seguranca
\ segmentagio granuisres
I]'.:V' S o C
g + NERCCIP. CIP.00S
paoe Exomple + ONS:64
£3 [N PR ="

* NISTBOO-EJ 6216
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Methodology Adapt to Your OT Cybersec Journey

Um Roadmap que os Clientes Podem Usar Internamente
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Situacdo da Maturidade Cibernética OT

Avaliagao, Beneficios, Riscos & Recomendagoes
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#3 — Como Cumprir com a RO-CB.BR.OL
do ONS e a Normativa 0964 da ANEEL?

inet Inc. All Rights Reserved. 18



Informacoes sobre a RO-CB.BR.01 ——

)

* ARCiber — Ambiente Regulado ;!;,;Aofg%fgi;e;g:g
Cibernético / e \
e Centros de operacao dos agentes; 46— 42—
) o Monitoramento e Governanga de
* Equipamentos que participam da i Resposta a S;%g{;ﬂ;g%ga

infraestrutura de envio ou recebimento
de dados e voz para ambientes
operativos do ONS ou para centros de
operacao de outros agentes;

« Ambiente operativo do ONS. - :
4.5 — Gestao de
Acessos Ativos
* Datas . .‘
. Vigéncia: 09/07/2021 N y

4.4 — Gestao de

« Onda 1: 09/01/2023 MURSERIICACES

» @ onda 1

« Onda 2: 09/10/2023 0

I © Fortinet Inc. All Rights Reserved. 19
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4.1 — Arquitetura Tecnoldgica para o Ambiente B
= _=
=
* Segmentacgao de rede baseado no Usuaros
Purdue Model/ISA95; DMZ E—

« Acesso remoto somente através de
VPN e/ou gateway de servico;

 Ativos ARCiber nao podem acessar
a Internet;

N ' 7 RN

* Protecao para malwares e/ou
whitelist de aplicacoes;

¢ I9AN

-mw © Fortinet Inc. All Rights Reserved. 20
[ onda 1 e Onda 2
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4.2 — Governanca de Seguranca da Informacao -
e =

=

» Estabelecer politica de seguranca
cibernética com papeis e
responsabilidades para sistemas ARCliber;

 Definir um gestor e suplente como
responsaveis pela seguranca cibernética
dos sistemas ARCiber,

I © Fortinet Inc. All Rights Reserved. 21
B onda 1



4.3 — Inventario de Ativos &
* Inventario de ativos contemplando: _— —_—
» Tipo de dispositivo | RE—
« Fabricante |
* Funcao
* |IP e MAC
* Protocolo e/ou porta que usa
* Versao de firmware/SO
« Armazenamento do inventario de forma
segura e com controles para acesso;
* Definir, aplicar e monitorar padroes de o - — | {:}:3
configuracéo segura (hardening) para e Fabric
os ativos ARCiber. API
" © Fortinet Inc. All Rights Reserved. 22
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4.4 — Gestao de Vulnerabilidades

 Politica de gestao de pacotes de correcao
para os sistemas do ARCiber;

« Cronograma de Atualizacoes;

« Mapeamento de ativos vs correcoes
disponiveis;

 Novos ativos deverao estar atualizados:

‘—-— cvos &
Details E [3 AL
Attributes t = Incident Comments

ategory:

Count:

L Name

ent Type

F Occurred:

cident ID

ent Title:
Al R
H =
umw

UM /145 edinan

0 G

served. 23
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4.5 — Gestao de Acesso .
» Politica de gestéo de acesso com _; -

credenciais individuais, workflow de

aprovacao e gestao de senhas locais

* Politica de senhas tamanho, okta [ /A C=
complexidade, bloqueio, tempo para a—— _’
mudanca, etc. - B

Ho . — =
 Perfis de acesso seguindo o principio | OIS | K gﬁ__:mf cortatory
da minimizacao; —_—— o - CHR

 Prazo para remocao de credenciais de s | mous | s | rsso | mew | ow
usuarios desligados; g @ > al

» Credenciais de acesso administrativo wEaw w v w
deverao ter aprovacao, trilha de
auditoria e MFA,;

- = © Fortinet Inc. All Rights Reserved. 24
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4.6 — Monitoramento e Resposta a Incidentes = @

« Armazenamento e rotacionamento de logs —
de acordo com politica definida;

» Regras para alertas devem ser criadas e . S L e | e a

2 ; : ® OU OO0 M [N e Gompaciven,
revisadas; - -

* Incidentes devem ser informados aos o | @ rup
responsaveis, incluindo ONS, e devem = Hure Y ([l | ===
POSSuUIr prazo para tratamento; e |

. : e = AuthE:ﬁELnn

 Plano de resposta a incidentes com BB 2 || . e
cenarios de risco, tratamento, classificacdo |% = 2 2 X
do impacto, equipes envolvidas e critérios vz
para ativacao do plano.

» Teste e exercicios periodicos para teste

___ dos procedimentos de resposta a
© Fortinet Inc. All Rights Reserved. 25
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Fases do Projeto — Sumario RO-CB.BR.01

Asset
Identification

Defined

SART mmu—

W' EORUM /142 edii

. Quantitatively
Man:;ezwent Access Control Mg - Managed
Sitaucéao Atual
Initial Optimizing
Log and Network
Monitoring Segmentation
T
Identification { l
On d a 1 e Defined Quantitatively i . . .
. . g Managed FortiGate FortiSwitch FortiSIEM
Inventario e Resposta Vanmaent Access Control m == === -
a Incidentes + i ' \ ptmizng (3 m :
Segmentacao IT/OT Logand Network I I
Monitoring Segmentation | FortiAnalyzer Fortimanager
________ |
L
Asset { o
d 2 Identification - l
_ On a Venaged Defmed Q/U?mtatlvgly FortiEDR FortiSIEM
Gestao de Acesso e - e
Protegéo de i ' / ‘ — = (o]
E n d po I ntS Log and Network a :
Monitoring Segmentation FortiAuth L
FortiToken FortiClient
Asset
Identification
On d a 3 Managed Deflned Quantitatively f. *
P e rS|Ste nt oo Managed o
Access Control
Advanced et ~ L
Initial FortiDeceptor FortiSOAR FortiSandbox
Th re ats Optimizing
Protection L
AR Monitoring Segmentation
- © Fortinet Inc. All Rights Reserved. 26
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Normativa 964 — Entrada em vigor em 22/07/2022

Adocéao de normas e padrbes de seguranca cibernética para o setor elétrico

Criacéo de politica de seguranca cibernética:
* Aplicacéo de um modelo de maturidade de seguranca

cibernética anualmente;

Classificacao de dados;

Controlar vulnerabilidades e gerir incidentes cibernéticos;
Disseminacéao da cultura de seguranca,;

Aplicacao de controles no desenvolvimento de sistemas;

Notificacao de Incidentes Cibernéticos;

Compartilhamento de informacdes de seguranca
cibernética,

Envio de informacgdes para ANEEL:

* Resultado de modelo de maturidade;
* Riscos cibernéticos e forma de tratamento;
» Dados das equipes de incidentes cibernéticos;

© Fortinet Inc. All Rights Reserved.



SAKT Givip " —
RO-CB.BR.01 versus NERC-CIP R—

ONS ANEEL
NERC-CIP RO-CB.BR.01 Normativa 0964
CIP-002 — BES Cybersystem Categorization

CIP-003 — Security Management Controls X

CIP-004 — Personnel & Training
CIP-005 — Electronic Security Perimeter X

CIP-006 — Physical Security of BES Cyber Systems

xX X

X

CIP-007 — System Security Management

CIP-008 — Incident Reporting and Response Planning
CIP-009 — Recovery Plans for BES Cyber Systems

CIP-010 — Configuration Change Management and Vulnerability Assessments X

CIP-011 — Information Protection
CIP-013 — Supply Chain Risk Management X
CIP-014 — Physical Security

x
x

T © Fortinet Inc. All Rights Reserved. 28



Modelo de Maturidade CiberSeguranca - Setor Elétrico (BRA)

Preocupado com a rotina
operacional do ONS? -

A Fortinet pode te ajudar!

En‘rrews‘ra/

Faremos uma rapida entrevista
para avaliar em alto nivel a

:o_]in

IS

K .
=

r—"'—

Wil e Comleamdantn s & 10 e N5

Mvel B0 Prommcio

a rotina operacional do ONS.

AVGI |G§ao l_.':-l;nv.'o e 4 :. it

A Fortinet preparard um relatério
indicando o nivel de
conformidade de sua
organizagao.

-
Shwagdo
Lol ' ‘ Solugbes =:
\ i
Fase 1 f Y v
Fase 2 - (£t 4.9 q
i ) 2 Baseado neste relatdrio, nosso time
de especialistas recomendara agdes
] - para a sua empresa atingir a
[ A | conformidade dentro dos prazos
estabelecidos na rotina operacional.
amn

" LERTINET

conformidade da sua empresa com

Informagoes sobre a RO-CB.BR.01

* ONS:
* ARCiber — Ambiente Regulado
Cibernético

* Centros de operagao dos agentes; H X o=

* Equipamentos que participam da
infraestrutura de envio ou recebimento de
dados e voz para ambientes operativos do
ONS ou para centros de operagao de outros
agentes;

* Ambiente operativo do ONS. ;:\;_7,_“:1&‘1._,,
40 e
+ Datas fosis |

« Vigéncia: 09/07/2021
- Onda 1: 09/01/2023
«  Onda 2: 09/10/2023
« ANEEL:
- RN-0964 (14/12/21): 180 dias

#,wwmvpm\,
'vw |ru.»~ -t ‘J,
\ e :_:;-ur‘ y

Fases do Projeto — Sumario RO-CB.BR.01

Sitaucho Atual i ) = '
onda 1 o
moﬂm = -
Onda 2 .
Gestao de Acesso »
Protecao de . '
Endpaints

-
\./
i > X
- e ron FotDwtn F onzac
g 1 Lo "
o
1 e 0
| P o |
\.z
-
& 3
-"" .~ FotFDR wvEEM
1 2 &
Fomiem
Porylohen Foaent

© Fortinet Inc. All Rights Reserved.
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Serafim Ivo de Faria
ama Business Development Manager - OTCI LATAM
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